Electronic Business Point of Contact (EB POC)

Roles and Responsibilities
for
Electronic Document Access (EDA)

EB POC Role 
An Electronic Business Point of Contact (EB POC) is an individual responsible for a Command/Service/Agency (C/S/A) Organization or Company/Vendor to confirm and administer user affiliation for doing business with the Department of Defense (DoD). EB POCs are required in order to conduct Electronic Commerce (EC) with the DoD. 

  

EB POCs must adhere to DoD security policies, EDA Business Rules and processes. 

  

EB POCs may be Financial Managers, Contract Officers, TASO/ISSO, Major Command Officers, Project Managers, Company Representatives, to name a few, and others. These individuals are accountable for authorizing other individual’s system access, and they are responsible for administering and maintaining user accounts within those systems. Usually, primary and alternate EB POCs are identified for community of users within C/S/As or companies. 
  
EB POCs are assigned by the Command/Service/Agency or Company/Vendor. 
  

Statement of Accountability 

EB POCs are accountable to and responsible for the community of users they authorize for EDA access. 

EB POC Responsibilities
EB POCs Responsibilities include:

1. Point of Contact 
2. Authorize EDA Access
3. User Account Administration
4. User Access Documentation (Required for Audits)
5. Manage User Community
EDA notifies the assigned EB POC by e-mail when users in the EB POC community require action/assistance such as access authorization, request approvals, etc.

The following sections detail the EB POC responsibilities.

1.  Point of Contact (POC)
EB POCs are a point of contact for the user community, the EDA Help Desk, and their Command/Service/Agency Organization or Company and assists as necessary. 

  

Refer to the EDA's Users Guide for assisting users in EDA functions. 

Includes useful EDA information and step-by-step instructions. 

POC Activities include:
Assist User community 

· Answer questions 

· Assist in registration 

· Assist in user administration 

· Correspond/Contact user 

· Follow-up (as necessary) 

· Capture concerns 

· Refer users to EDA Working Group Member for deficiencies 

· Refer users to EDA Users Guide - contains information and instructions 

Assist EDA Help Desk  

· Contact user 

· Answer questions 

· Correspond (as necessary) 

· Follow-up (as necessary) 

Assist Command/Service/Agency Organization or Company 

· Communicate your EB POC role to user community within Command/Service/Agency Organization or Company 

· Confirm User Command/Service/Agency Organization or Company affiliation 

Assist EDA Program Office 

· Relay user concerns 

· Relay functional concerns
· Relay system problems

2. Authorize EDA Access
EB POCs are accountable to and responsible for confirmation of user affiliation and user administration for the community of users they authorize for EDA access. 

Authorization includes:
· Confirm user affiliation with Command/Service/Agency Organization or Company/Vendor
· Verify user identity 

· Validate user document access requirements - based on 'Need to Know' 

· Verify user supplied DoDAACs, and/or Contract Numbers 

· Obtain a signed System Authorization Access Request form (DD 2875 or equivalent) from user.
· Process user registrations 

3. User Account Administration
EB POCs facilitate ALL user account administration.  
EDA offers an Account Administration Interface to the EB POC to perform the User Account Administration functions.  Refer to the EDA EB POC User’s Guide for specific step-by-step instructions. 
  

NO activity is performed on a user account unless the EB POC has authorized the updates. 
The EB POC is responsible for maintaining current user information within EDA. 

User Account Administration activities include:
· Process Registrations (Approve, Change C/S/A, Mark as misaligned, Delete, or Suspend)
· Maintain User Accounts (add, change, remove user information) 
· Add/Update user information - e-mail address, telephone number, etc 

· Add/Update/Remove user document access requirements
· Inactivate Users 

· Delete Users 

· Reset Passwords 
· Process Government Agent Access Update Requests
· Review User Contact Information Changes
Notify users by e-mail or telephone about user administration status (if applicable). 
4. User Access Documentation
Retain user access documentation. 

· Retain DD Form 2875 (or equivalent) for each user
· Retain User Access Requests (add, updates, deletes) 
Documentation is required for Audits.
5. Manage User Community
Manage user community.
· Monitor user community 

· Query capability 
· Maintenance capability
· Audit capability
· Respond to audit requests 

· Provide documentation upon request
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